CBO/J ITPABIJI
no 0e3onacHoi padoTe COTPYTHUKOB OPraHOB MCIIOJHUTEIBHON BJIACTH
Camapckoii 00s1acTH, TOCYIAPCTBEHHBIX OpranoB Camapckoi 00J1acTu,
OPraHoOB MECTHOI'0 CAMOYINPABJIeHNSI MYHUIIUNIAJIbHBIX 00pa30BaHMii B
Camapckoii 00J1acTH U IOABEJOMCTBEHHBIX UM OPraHU3aluid nNpu
Hucnoyib30BaHuu cetu NHTEpHET, 0cylecTBIeHMU HHPOPMAIIMOHHOT O
B3aHMO/IEHiCTBHUS C CEPBUCAMM IOCYAAPCTBEHHBIX HH(POPMALMOHHBIX
CHCTEM

1. O0uIMe MoJI0KeHUus

1.1. Hactosimmii CBoj mpaBuii mo Oe3omacHoil paboTe COTPYIHUKOB
OpraHOB HCIOJHUTENbHON Biacth Camapckoil 00JacTH, TOCYyAapCTBEHHBIX
opranoB  Camapckoii 005acTd, OpPraHOB MECTHOTO  CaMOYIPaBJICHUS
MYyHUIIMNATbHBIX 00pa3oBaHuii B Camapckoi 00J1acTH U MOABEIOMCTBEHHBIX UM
OpraHM3alvii Mpu  UCIOIb30BaHUU ceTu MHTepHET, OCYIIECTBICHUN
UH(OPMAIMOHHOTO  B3aUMOJICMCTBUSL C  CE€pBUCAMU  TOCYAAPCTBEHHBIX
uH(pOpMaIMOHHBIX cucTeM (nanee — CBoJ paBuil, MOJIb30BATEIN) pa3padoTaH B
COOTBETCTBUM peKkoMmeHaanusmMu pemieHus Koopaunanumonnoro Coera 1o
3amuTe MHPOpPMAIMM TPU  TOJHOMOYHOM mpeactaButene [lpesuaeHta
Poccutickoit ®enepanun B [IpuBomxckoMm dhenepanbHoM okpyre oT 27.04.2016.

1.2. CBon mpaBun oOcCHOBaH Ha TpeboBaHmsIx @DemeparbHOrO 3aKOHA
o1 27.07.2006 Ne 149-®3 «O06 nnpopmanuu, “HGOPMAITMOHHBIX TEXHOJOTHUIX U
0 3ammre HUHPOpMAIMK», HOPMATHUBHBIX TIPAaBOBbIX akTax Poccuiickoit
denepanuu, peryJupyoux OTHOIIEHUS B 00JIaCTH 3alUThI HH(DOpMAIUK.

1.3. Hensmu CBoaa mpaBuil SIBJISIFOTCS:

- peryaupoBaHue pabOThl TOJIH30BATEICH TMPU HCIOJB30BAaHUU CETH
HNHTepHET U OCyIEeCTBICHUH UH(POPMAIIMOHHOTO B3aUMOJECHCTBUS C CEpBUCAMU
rOCYJapCTBEHHBIX HH()OPMAITMOHHBIX CUCTEM;

- obecnieyeHre 1EJIOCTHOCTH, KOH(PUACHIMAIBHOCTH M JOCTYIMHOCTH
XpaHsenucs U repeaaBaeMon nH(popmaruu, HaxOIsIIencs Ha
aBTOMATU3UPOBAHHBIX paboumx wmectax (mamee — APM) wiam  JmokambHOM

BbIUMCIUTENLHOM cetu (nanee — JIBC);



- cobmoaenne TpeOOoBaHUM, MPETyCMOTPEHHBIX 3aKOHOAATEIbCTBOM
Poccuiickoit @enepaniii 1 HOPMATHUBHBIMU TPAaBOBBIMH aKTaMH B 00JacTd
3a1UThl HH(OPMaLIUK.

1.4.IIpu pabore B cetu VHTepHEeT M HHPOPMAIIMOHHBIX CHUCTEMaX
II0JIb30BATENN PYKOBOJCTBYIOTCS 3aKOHOAATeNbCTBOM Poccuiickoit denepanuu,
HOPMATHUBHBIMU TPAaBOBBIMH aKTaMH, WHBIMH JOKyYMEHTaMH B 00JacTu
UH(POPMAITMOHHBIX TEXHOJIOTHI 1 6€30macHOCTH HHPOpMaIHH, a Takke CBOIOM
IpaBUIL

1.5. Jomyck  momnp3oBateneid ansg  pabotel B cetd  VHTepHer
OCYIIECTBJISIETCS. B COOTBETCTBUM C HOPMATHBHBIM IIPAaBOBBIM AKTOM OpPIaHa,
OCYLIECTBIISIONIET0 MATEPUAILHO — TEXHUYECKOE O0ECIeYeHne!' CoTpyIHUKOB
OpraHOB HCIOJHUTENbHON BiacTu Camapckod 00JacTH, TOCYyAapCTBEHHBIX
opranoB Camapckoil 00JacTU U OpPraHOB MECTHOIO CaMOYIpPAaBIICHUS
MYHULIMIIAJIBHBIX oOpa3oBaHuii B Camapckoil oOjactv, B MH()OPMAIIMOHHBIX

CHUCTEMAX — B COOTBETCTBUH C ITOJIOKEHUAMH 00 ITUX CUCTEMAX.
2. O0mme npaBmwiia noJib3oBanust Ha APM

2.1. ITonb3oBaTenb OTBEYAeT 33  NPaBUIbHOCTH BKJIFOUEHHSI
(BbIkiroueHus1) APM, Bxon B cucTeMy U Bce JeiCTBUS NpU paboTe HA HEM.

2.2. APM paspemaercs HCHOJb30BaTh HCKIIOUUTENFHO B CIIy)KEOHBIX
LEJISIX.

2.3. [lonp3oBaTens 00s3aH HCKIIOYUTH BO3MOXKHOCTH HEOCTOPOIKHOTO
NPUYUHEHUS Bpela TEXHUYECKUM U HH()OPMAILIMOHHBIM PECYPCaM.

2.4. CucteMaTHyeCKl OCYILECTBIATh PE3EPBHOE KOMUPOBAHHE BAKHOU

! Ilnst opranoB rocynapcteenHol Bnactu CaMapckoil 061acTH, B COOTBETCTBMH C IOCTAHOBJIEHHEM
IIpaButensctBa Camapckorr obmactu ot 21.05.2009 Ne 234 «O0 yrBepxneHun I[lepedyns opraHoB
UCIIONHUTENBHOM BiactH Camapckoil 007acTH, OpraHM3aLMI0 MaTepHaIbHO-TEXHMYECKOro olecreueHusl,
JIeITeIIbHOCTH KOTOPBIX OCYLIECTBIISIET JICNapTaMeHT yrpasieHus aeixamu ['yOepHaropa Camapckoii obsnactu n
[IpaButensctBa Camapckod oOmactu, u Ilepeyns rocymapcrtBeHHbIX opraHoB Camapckoil oOmacTy,
OpraHM3alMI0 MaTepHaJIbHO-TEXHUYECKOr0 O0ecreueHHs NEsTEIbHOCTH KOTOPBIX OCYLIECTBISIET JIeNapTaMeHT
ynpasneHus neixamu ['yoepHaTopa Camapckoit obmactu u [IpaButensctBa Camapckoi 001acTH» HOPMATHBHBIM
aKTOM SIBISIETCSI TIpMKa3 JelapTaMeHTa ympaBieHus paenamu [yOGepratopa Camapckoit ob6mactH
IIpaButenscrBa Camapckoit oomacta ot 07.12.2010 Ne 241m «O mopsiike HUCIIOJNIB30BAHHUS CETH WHTEPHET» C
W3MEHEHUSMH BHECEHHBIMU TIprKa3oM oT 07.11.2011 Ne 40m.



uHpopMaluu, xpansieics Ha APM nonb3oBarens.

2.5. CucremaTruecKku MpOBEPsiTh OOHOBIICHWE aHTUBUPYCHOU 0a3bl (Kak
NpaBWJIO, B HACTPOMKax aHTUBUPYCA, YCTAHOBIIEHO WX aBTOMATHYECKOE
0OHOBJICHHE).

2.6. Bo Bpemsi paboThl PKpaH MOHHTOpA KOMIIBIOTEpa pacrojiaraTh B
NOMEIIEHNH  TakuM  00pa3oM,  YTOObl ~ HUCKIIOYUTH  BO3MOXKHOCTH
HECaHKIIMOHUPOBAHHOT'O O3HAKOMJICHHS ¢ 0TOOpakaeMoi Ha HeM uHpopMauen
MOCTOPOHHUMH JIMI[aMH, INTOPhI HA OKOHHBIX TIpOeMax [OJKHBI OBITh
3aBEIIaHbl (KAJIFO3U 3aKPBITHI).

2.7. Ilpu BpeMEeHHOM OTCYTCTBHUH IOJIH30BATENs HA pabodyeM MecTe dKpaH
MOHHTOPA JOJHKEH OBITh MOTYIICH WJIM UCIIOIh30BaHa SKpaHHAas 3aCTaBKa.

2.8. Cobmrongaty TpeOoBanus maposbHoil monutuku (Pasmen 8 Copma
MIpaBUII).

2.9.000  Bcex  BBISIBICHHBIX  HApYIICHHUAX,  CBSI3aHHBIX  C
UHPOPMAITMOHHON 0€30MacHOCTHIO, a TaK e AJIs MOTYYeHUH KOHCYIbTAUNA 10
BOIlpOocaM HMH(OPMAITMOHHON O€30MacCHOCTH, HEOOXOJAMMO oOpamaThes K

aIMUHUCTpAaTOpaM HWHMOPMALMOHHOW CceTH U (WIKM) CHeHHaTUCTaM 1o

UH(OPMAIMOHHOU 0e30macHOCTU COOTBETCTBYIOIIMNX CTPYKTYPHBIX
MOJIPA3ICIICHUN.
2.10. Ucnionp30BaTh  ANEKTPOHHYIO mnoamnuch (mamee — OII) B

COOTBETCTBUM C PykoBoacTBOM (IpaBuiam) 1Mo 0OECIEUEHUIO HCIOIb30BaHUS
OII u cpeacts DI, BEIAAHHBIM YI0CTOBEPSIOIIUM LIEHTPOM.

IHonb30BaTessiM 3anpemaercs:

2.11. OtkpsiBaTh Ha APM (aiinel 1 3amyckaTh IPOrpaMMBbl, OJYYEHHBIE
U3 HEMPOBEPEHHBIX UCTOYHUKOB.

2.12. TlepenaBatb cBOM MAEHTU(UKAIIMOHHBIE TaHHBIE (TTAPOJIH, JIOTUHBI),
aTpuOyThl JOCTyNa K pecypcaMm HHPOPMAIIMOHHON CHCTEMBI MOCTOPOHHUM
JULAM.

2.13. OtxirouaTh (6JIOKMPOBATh) CPEACTBA 3AIIUTHI HHPOPMAITUH.

2.14. IlpuBiekaTh MOCTOPOHHUX JIML[ JJIsI IPOU3BOACTBA PEMOHTA WIIU



HacTpoiiku APM.

2.15. Pa3rnamates oOpabaTeiBaeMyto HH()OPMALIUIO TPETHUM JIUIAM.

2.16. KonnpoBath ciiykeOHyr0 MH(DOPMAIMIO Ha BHEITHWE HOCUTENH 0e3
pa3penieHus: pyKoBO/ICTBA.

2.17. CaMOCTOSITENIBHO yCTaHaBJIMBATH, TUPAXUPOBATbH, WIH
MOIU(ULIMPOBATh MPOTPaMMHOE OOecreueHre U amnmapatHoe oOecHedeHue,
U3MEHATh YCTAHOBJICHHBIM aJIrOpuTM (PYHKIIMOHUPOBAHUS TEXHUYECKUX U
POrPaMMHBIX CPE/ICTB.

2.18. HecaHKIIMOHMPOBAaHHO OTKpPHIBaTh OOLIMI JOCTYNm K MNamkaM Ha
APM.

2.19. OcymiectBisate noaxirodenne Kk APM u JIBC mnoctopoHHHX U
JUYHBIX YCTPOWCTB (Hampumep: CMapTQOHbI, TelIePOHbI, CUUTHIBATENIN
uHpopmanu, u3nydaromue yctpoiictBa (Wi-Fi, Bluetooth,paguomonemsr) u

T.IL.).
3. IlpaBuia mosab30Banus B ceTu UHTEpHET

3.1. Pecypcol cetu HHTepHET NpeNOCTaBIAIOTCA MOJIB30BATEISAM IS
nojsydyeHuss uHGOpMalUMU HEOOXOAMMOW IS  BBIMIOJHEHHUS  CIIy>KEOHBIX
00s13aHHOCTE.

3.2. [Tonp30BaTemNb 00s13aH HE NpeanpuHIMAaTh HOTIBITOK
HECAaHKIIMOHUPOBAHHOTO J0CTyna K HMH(OPMAIMOHHBIM pecypcam, AOCTYI K
KOTOPBIM €My OIpaHHYEH.

3.3. [Tonb3oBaTens MOXKET MOCEMIATh TOJBKO TE€ PECYPCHI, COAECpIKaHHE
KOTOPBIX HE MPOTUBOPEUUT 3aKOHOIATEeNLCTBY Poccuiickoit denepanuu, a 1emib
MOCEIICHUS I0JDKHA OBITH CBSI3aHA C €ro CIyKEOHOH NesTeTbHOCTBIO.

3.4. BuumarenbHo HaOupaTb HMMEHa CaWTOB, OCOOEHHO Ha KOTOPBIX
npoBosATCs (rHaHCOBBIE onepaiuu. [lonnensHpie caiiThl MOTYT UMETh OTJIMYHE
Jake OJHOTO 3HAKa WUJIM TOT K€ BUJ, YTO U OpUTHHANIbHBIE. Takue caTbl MOTYyT
CoJlep’KaTh HEBUIMMBIE 0O0JIAaCTH, Ha)XKaThe Ha KOTOPHIE MOXET MPHUBECTH K

3apaxkeHnio APM BpelnoOHOCHBIMH MpOrpaMMaMU WJIM TEpEHanpaBiieHue Ha



3apakeHHble cailTbl. bonee Oe3omacHo He HaOMpaTh BPYYHYIO HAaHMMEHOBAaHUE
caiiTa, a IOJIb30BaThCS 3apaHee CACIaHHBIMU 3aKIaIKAMU.

3.5. B Hacrosimiee BpeMs KUOEPNPECTYMHUKU CO3MAIOT MOICJIbHbIE
caiitel skoObl anst orutatel mrpadoB ['MBJ] wnu odopmieHust 3asBKU Ha
KpeauT U Apyrux ueneil. Ha He mpoBepeHHbIX caliTaXx BBOJ KOH(PUACHIIUATbHBIX
JAHHBIX HE PEKOMEeHayeTcs!

3.6. Kareropuyeckn 3ampemieHo HMCHOJb30BaHUE IS CIy>KeOHOM
NEeATEeIbHOCTH  WHOCTpaHHbIX  MHTepHEeT-cepBHUCOB  CUCTEM  OOMeHa
MTHOBEHHBIMH COOOIIEeHUsIMH, TojiocoBor u BuaeomHdpopmanueit (ICQ, QIP,
Jabber, Viber, Whatsap, Skype u T.1.), 00JIauHBIX CEPBHUCOB XpaHCHHS
uHdopmarmu (iCloud, Google Drive, Dropbox u T.1.).

3.7. Ilonmp30BaTesAM 3anperiaeTcs:

- UCTIOJIB30BaTh IOCTYI K ceTh IHTepHET B IUYHBIX 1IEJISIX;

- MIOCEeIAaTh JOCYTOBO-Pa3BIEKATEIbHbBIC CANUTHI;

- CTIOJIb30BaTh JOCTyNn K ceTh VHTepHeT ansi pacmpocTpaHeHHs H
TUpAXUPOBAaHUS MHPOpPMALIMM, KOTOpas HaNpaBjieHa Ha MpoMaraHjay BOWHBI,
pa3)KUraHue HalMOHAJIBbHOM, PACOBOM WM PEJINTMO3HOW HEHABUCTH U BPAXKIBI,
a TakKe WMHOM uWH(pOpMaluu, 32 PacHpoCTpaHEHUE KOTOPOW MpeayCMOTpeHa

yroJIOBHAsl WM aJMUHUCTPATUBHASL OTBETCTBEHHOCTb.
4. IlpaBuyia padoThI € 3JIEKTPOHHOI MOYTOMI

4.1. lna  cinyxeOHOM  NESITENIbHOCTH  HEOOXOIMMO  HCIOJIb30BaTh
ANIEKTPOHHYIO TouTy JomeHa IIpaBurtenbctBa Camapckoil —«samregiony,
MOYTOBBIE CEpBEpa TrOCyAapCTBEHHbIX OopraHoB Camapckoil 00jacTH, OpraHoB
MECTHOTO CaMOYIpAaBJICHUS MYHUUMUIAIbHBIX oOpa3zoBanuii B Camapckoit
o0JacTM W TOJBEJOMCTBEHHBIX WM opranuzanuii. Mcnmoab3oBaHue HHBIX
O00IIEJOCTYNMHBIX MOYTOBBIX CEPBHCOB [O0JKHO OBbITbh HCKJIIOYEHO.
Hcmonp3yst  oOmEenOCTyNHBIE  TIOYTOBBIE  CEPBUCHI BBl CO3HATEJIBHO
NPEIOCTaBIIsICTE MEpeIaBaeMyl0 MHPOPMAIMIO 3TUM CEpBHCAM M OHA MOKET

OBITH AOCTyIIHA TPCTbUM JIMLIAM. KaTeropnqecml 3afnpemeHo uCImoJib30BaHue
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HHOCTPAHHBIX MOYTOBBIX CEPBUCOB 3J1eKTPOHHOM mouthl (Gmail, Yahoo u
T.J1.) AJIS CITy>KEOHOM NeATEIbHOCTH.

4.2. Ilpy mosydyeHuu SJIEKTPOHHOTO MHUCHhMa C BJIOXEHHEM HEO0OXO0IMMO
BHUMATEJIbHO TMOCMOTPETh ajpec OTHpaButens. B ciydae, ecnu 3TOT aapec
HEU3BECTEH, WU OTJIMYAETCS OT PEATbHOTO XOTs ObI OJTHUM 3HAKOM, OTKPBITHE
BJIOKEHUI TakuX TMHCeM He O0e30macHO, IMOCKOJIbKY MOTYT COJEp>KaTh
BPEJIOHOCHBIE MPOTPAMMBI.

4.3. B mocnemnHee BpeMs 3aUKCHPOBAaHA pPACChUIKAa Ha JJIEKTPOHHBIC
azpeca MoJyib30BaTeNeil, a Takke Ha OpUIUATbHBIE MMOYTOBbIE SUIUKHA OPTaHOB
UCTIONHUTENbHON  BinacT Camapckod 00JlacTH W OpPraHOB  MECTHOTO
CaMOYIIPaBJICHUS MYHHUIIMTIANBHBIX oOpa3oBaHuii B Camapckoil o0macTd, BO
BJIOKEHUM K KOTOPBIM COJEpXKaTcs BPEIOHOCHBIE (haliabl THMA «AKTHI
CBEPKH.ZIPY, «Kommepueckoe IPEUIOKEHHE.ZIPY, «CynebHoe
IPOU3BOJCTBO.ZIP», C Pa3NIUYHBIMU TpadUYecKUMHU H300pakeHUsAMH. Takue
BJIOKEHUS, KakK PaBUIIO, coaepxar BUPYCHI-IITU(POBATBIIAKH
(Trojan.Encoder), xoTopble UMHUTUPYIOT 3aBUCAHHE OIEPAIIMOHHOM CHUCTEMBI
Windows kommbioTepa #  mHUGPYIOT JOKYMEHTHI  IOJIb30BaTeneil ¢
pacmpenusimu *.doc, *.xls, *.pdf, *.txt, *jpg, *.tif, *.rar, *.zip u apyrummu,
HEKOTOpPBIC TIEpeIatoT (BOPYIOT) HH(GOPMAIIMIO Ha CTOPOHHHUE CepBepa.

Bupycbl-mniupoBajbIIUKH  He ONPeNeJsilOTC AHTHBUPYCHBIMH
NMporpaMMaMu B MOMeEHT 3apaxkenust APM.

4.4. Ilpn monmyueHWH TUChMa OT HEW3BECTHOTO ajapecara, HEOOXOIUMO
CBSI3aThCS C WCIIOJIHUTEIEM W YTOUHUTH MPOUCXOXAcHHE ¢ainoB. B cmyuae
HEBO3MOXXKHOCTH YCTAaHOBHUTH TPOUCXOXKJIEHUE THChMa, HEOOXOAMMO €ro
yIaJUTh, HE COXPAHSS U HE 3aIlycKasi MpUJI0KEHHbIE (alibl.

4.5. 3ampermaeTcsi nepenaBatbh HHQOPMAIMIO OTPAHUYECHHOTO JOCTYyIa
yepe3 cethb VHTepHET (B TOM YHMCJIE€ MOCPEACTBOM 3JEKTPOHHOM MOUTHI) Oe3
UCIIOJIb30BaHUs CPEJCTB 3aIUTH HHPOPMAIIH.

4.6. 3ampemaeTcsi OCYIIECTBISATh MAaCCOBBIE PACCBUIKA DJIEKTPOHHOM

nouThl HecmyxebHoro xapakrepa (CITIAMa).
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4.7. HeobxoaumMo CBOEBPEMEHHO OYHUIIATH CBOM TTOUTOBBIH SIIIIHK.

S. [IpaBuia M0JIb30BAHMSA IOCYIAPCTBEHHBIMM M MYHHIIUNIAJIbHBIMH
HH(OPMANIMOHHBIMH CUCTEMAMH

5.1. APM, wucnons3yemble Juisi padOTbl € TOCYJAPCTBEHHBIMU H
MyHULIUNATBHBIMU HWHpOpMarmoHHeiMu cuctemamu (nanee — [IC u MUC)
JOJKHBI  COOTBETCTBOBATH TPEOOBAaHUSAM, MW3JIOKEHHBIM B JIOKYMEHTALUU
cootBercTByrommx ['MC u MUC.

5.2. Ilepen navanom pabotel B [MMIC u MUC mnonws3oBaTenu JOJKHBI
O3HAKOMHUTBCS ¢ mpaBwiamMu paboTel B cooTBeTcTBytomux [MMC u MUC

(MHCTPYKIIUSIMU TIOJIB30BATEIISIM ).

6. IIpaBusa padoThbl B ABTOMATU3MPOBAHHOM MHGOPMALITMOHHOM
cUcTeMe JOKYMEHT0000pOTa M 1eJIONPOU3BOACTBA B AIMUHUCTPALMHU
I'ydoepnaropa Camapckoii 001actu, cekperapuare IlpaBurenbcrBa
Camapckoii 00J1acTH M OPraHax UCMOJHUTENbHOM BiaacTu Camapckoii
obs1acT

Pabora B aBTOMaTH3uWpoBaHHOM  MHQPOPMAIIMOHHOW  CHCTEME
JTOKyMeHTOo0OopoTa u nenonpousBoactea (mainee — AVC JIJI) AnMunuctpaum
['ybepnatopa Camapckoii obnactu, cexperapuare [IpaButenbctBa Camapckoit
objactTh W opraHax wucnojHutenbHodM Biactu Camapckod  o0jacTu
OCYLIECTBJISETCA C NMPUMEHEHUEM HIIEKTPOHHOM MOJINUCH, B COOTBETCTBUHU C
npunoxenueM Ne 1 «MHCTpyKuuMu Mo AENONPOU3BOACTBY B AIMHUHHCTPALIMU
I'y6epnaropa Camapckoii oGiactu, cekperapuate IIpaButensctBa Camapckoit
obmacTh ¥ oOpraHax ucHoigHUTenbHOM Biactu Camapckod — obOmacTy,

YTBEPKJIEHHOM  pacnopsbkeHueM — ['yOoepnatopa  Camapckoid — oOnactu

ot 29.04.2013 Ne 234-p.
7. IlpaBujia aHTUBUPYCHOM 3aIUThI

7.1. Ins oOecniedeHnss aHTUBUPYCHOM 3aIlIUTHI JOJKHO HCIIOJIB30BATHCSA
cepTuduIrpoBaHHOE JIMLEH3UOHHOE AHTHUBUPYCHOE IIPOrPaMMHOE

obOecrieyeHue.



7.2. Slpnblk  aHTUBUPYCHOM NPOrpaMMbl, KaK NpPaBUIO, HAXOJIUTCA B
o0nacTu yBEOOMJICHUS WIM Ha BKIAJAKE «OTOOpaXaTb CKPBITHIE 3HAYKI»
(HMKHUH TIpaBBIA YroJl SKpaHa).

7.3. [lonb3oBarenu npu padboTe ¢ BHEIIHUMH HOCHUTEISIMH HH(OpMALUU
00s3aHbl TIepe] HadajaoM paboThl OCYLIECTBUTh WX HPOBEPKY Ha IpPEeIMET
OTCYTCTBUSI KOMITBIOTEPHBIX BUPYCOB.

7.4. OGHOBIIEHWE  AHTUBUPYCHOM  MpOTpamMMbl,  Kak  IPaBUIIO,
IPOU3BOJUTCS] aBTOMAaTUYECKH, B IPOTUBHOM Cllydyae HEOOXOAMMO OOpaTUThCS
K anmuHuctpaTopy JIBC.

7.5. lleppoanueckoe TECTUPOBAHUE BCETO YCTaHOBJIEHHOT'O
OPOrpaMMHOr0  OOecrneueHusi Ha  MpeAMET  KOMIBIOTEPHBIX  BHPYCOB
npousBoAuTCs aBromatuuecku. I[lomnyro mpoBepky APM  Heobxoanmo
IIPOBOJUTH IIPU YCTAHOBKE AaHTHUBUPYCHOM NMPOrPaMMBI, B CIIy4asx MOJO3PEHUS
3apa)keHueM, nepuoaudecku 1 —2 pasa B ro.

7.6. B cnyuyae oOHapy>KeHUS MOJO3PUTEIBHBIX MPOTrpaMM cpaldaThIBaeT
aHTUBUPYC M HEOOXOIMMO NPEKpaTUTh Kakue-nuoo neictBus Ha APM u
oOpatutbes k anmuuucTparopy JIBC.

7.7.B cnydae oOHapyXeHUs BHpYcCa, HE IMOIJAIONIErocsl JICUCHHIO,
anmunuctparop JIBC, otBercTBeHHBIM 3a oOecnedeHne 0€301MaCHOCTH
uHpOpMaIK, MPUHUMAET MEPHI [0 BOCCTAHOBJICHUIO PAOOTHI CUCTEMBI.

7.8. Bupychl-lIn(poBaIbIIUKA ~ HE  ONPENEISIFOTCS  AHTUBUPYCHBIMU
nporpaMMmaMu B MOMEHT 3apaxenust APM.

7.9.B T1ex cnyyasx, Korga 3apaxkeHue BupycoM APM Bce-Taku
IIPOU30ILI0, HEOOX0UMO:

- HEMEUIEHHO OTKJIFOYUTHh KOMIIBIOTEP JUIsi OCTAHOBKM JEUCTBUM
BPEIOHOCHON MpOrpaMMbl U HE BKJIIOYaTh KOMIBIOTEP € 3allin(pOBaAHHBIMU
JAHHBIMH, T.K. BO BPEMS BKIIIOYEHUHU U IEPE3arpy30K MPOUCXOAAT U3MEHEHUS
(aitnoBoil cucTeMbl KOMITBIOTEPA;

- HE MBITaTbC CaMOCTOATEIBHO W3MEHATHh PACUIMPEHHs 3apa’KCHHBIX

daiinoB, a Takke ynaanATh J0Oble Qailnbl ¢ pabodyero KommbioTepa U



AJICKTPOHHBIE COOOIICHHS;

- 00paTUTBhCST K JIOJDKHOCTHOMY JIMITy, OTBEYAIOIIEMY 32 YCTaHOBKY
aHTUBUPYCHBIX MPOrpaMM, oOecrieueHrne 0e30MacHOCTH MH(POpMALUU B CBOEM
CTPYKTYpHOM MOAPa3/IeICHNH;

- 00paTUTBbCST K TEXHMYECKUM CHELMAIUCTaM M0 HH(OPMALMOHHBIM
TEXHOJOTHIM, 00CITyKUBAIOIIKUM Baliry BEIYHCIUTENbHYIO TEXHUKY;

- 00paTUTHCS B CIIy:K0y TEXHHUECKON MOJACP KU yCTaHOBJICHHOM y Bac
AHTUBUPYCHOW MpOrpamMmbl U COBMECTHO C HMMHM IIOIBITATHCS BOCCTAHOBUTH
yTpaueHHYIO HH(OPMALIHIO.

ITo wuHpOpmamMu  NpPOU3BOAUTENEH  AHTUBHPYCHBIX  MPOrpPaMMm
BO3MOXXHOCTb BOCCTAQHOBJIEHHS HMH(pOpMalUM — MHUHUMAajlbHA, T.K. Kaxaoe
BPEIOHOCHOE COOOIIEHIE COACPKUT UHAUBUAYATbHBIN (halliI-mIn(ppOBaIbIINK.

HanomuHaeM 0 HEOOXOIMMOCTH MPOBEACHUS PErYJSIPHOM IMPOLELYpHI
pe3epBHOrO KOMHMPOBaHUs Bcel BakHOM paboueit nndopmarmu APM, T.k. 31O
MO3BOJIUT OBICTPO BOCCTAHOBUTH Baimm naHHbIe B Cllydyae UX TMOBPEXKICHUS

(3apaxkenust)!
8. IlaposbHasi moJMTHKA

8.1. UnenTuduxanus u npoBepKa MOAIUHHOCTHU M0JIb30BATENS IIPU BXOJIE
B APM, uHQOpMAalMOHHYI0 CHCTEMY MOXKET OCYILECTBISATHCS IO MAPOIHO
YCIOBHO-TIOCTOSIHHOTO JIEUCTBUS, C HCIIOJIB30BAHUEM alMapaTHBIX CPEICTB
(TouchMemory u 1p.), ¢ ucnosb3oBanuem OI1.

8.2.IlonmHas 1miaHOBas CMEHa IMApOJied  IOJIb30BATENEeW  JIOJKHA
IPOBOAUTHCA PETYIISAPHO (HE pexe 1 pa3a B 3 mecsua).

8.3. BHennaHoBasi cMEHa JIMYHOTO NapoJis WK YJaJIeHUEe YUYEeTHON 3anucu
M0JIL30BATENSI B CIIy4ae MPEeKPaIEeHHUs] €ro MOJHOMOYHM (YBOJIbHEHHE, TEPEX0T
Ha Jpyryro paboTy U T.I.) JOJDKHA IPOU3BOAUTBHCS HEMEIJIEHHO IIOCie
OKOHYAHUS MOCIEIHEro ceanca paboThl JAHHOTO MOJIb30BATENS C CUCTEMOM.

8.4. B ciydyae koMnpomeTanuu (yTparthl, pasrialleHus], Kpaxu, B3JIoma)

JIJMYHOI'O MapoJid I10JIb30BATCJIb AOJKCH HCMCIJICHHO IPCANPHUHATH MCPBI I10
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CMEHE MapoJis.

8.5. XpaHeHHe TOJB30BaTeIeM 3HAYEHUH CBOMX  Mapojed  Ha
MaTepUaIbHOM HOCHUTEJIE JIOMYCKAETCA TOJIBKO B JIMYHOM, 3alMPAEMOM SIIHUKE
(ceiide).

8.6.Ilpu BBOJIE maposisi MOJB30BATEN HEOOXOAMMO HCKIIOYHTH
MPOU3HECEHUE €ro BCIyX, BO3MOXHOCTh €ro MOJCMaTPUBAHUSI TOCTOPOHHUMU
JUIAMH U TEXHUYECKUMHU CpPEACTBAMH (CTAllMOHAPHBIMU W BCTPOEHHBIMU B
MOOUIbHBIE Tee(OHBI BUACOKAMEPAMH U T. 11.).

8.7. IlpaBuna hopMupoBaHus MapoJIs:

8.7.1. ITaponp DOJKEH COCTOATh HE MEHEE YEM U3 BOCBMH CUMBOJIOB.

8.7.2. B mapoJie AOJDKHBI IPUCYTCTBOBATh CUMBOJIbI TPEX KATETOPHUMl W3
YyuCa CIAEAYIONINX YEThIPEX:

- MPONMCHBIE OYKBBI aHTIIUKACKOTO ayipaBuTa oT A 110 Z;

- CTpOYHbIE OYKBBI aHTJIMICKOTO ajdaBuTa OT a o Z;

- mudpst (ot 0 10 9);

- CUMBOJIbI, HE€ TMpUHaJuIexamue andaBuTHO-UUPpOBOMY HaOOpy
(mammpumep: 1,$.#, %).

8.7.3. Ilaponb HE MOXKET cojepkaTh UMsI y4eTHOM 3anucu [lonb3oBarens
WM KaKy0-TMOO €ro 4acTh.

8.7.4. Ilapons HE JOMKEH BKJIIOYATh B CEOS JIETKO BBIYUCIISIEMBIC
COYETaHUs CMMBOJIOB, MPOCThie maposiu tuna «123», «111», «qwerty» u um
nomoOHbIe, a Tak ke MO u gaThl pOXKIEHUS CBOM U CBOMX POJICTBEHHHKOB,
KJIMYKA JOMAIIHUX >KUBOTHBIX, HOMEpa aBTOMOOWJIEH, TEIEPOHOB U JPYrue
NapoJid, KOTOpble MOTYT ObITh MOJI0OpaHbl, OCHOBBIBASICh Ha WH(MOPMAIUHU O
MOJIb30BaTelIe.

8.7.5. He wucnonb3oBaTh B KA4eCTBE IMApoJsi OAWUH M TOT KE
MOBTOPSOIINICS CUMBOJI JTUOO TMOBTOPSIFOIIYIOCS KOMOWHAITHUIO U3 HECKOIBKUX
CHMBOJIOB (HapUMED, «aaaaaaaa).

8.7.6. He ucnosib30BaTh B KauecTBE MapoJisi KOMOMHAIIMIO CUMBOJIOB,

HaOMpaeMbIX B 3aKOHOMEPHOM TIOPSIKEe Ha KiaBuatype (Hampumep, 1234567 u
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T.IL.).

8.7.7. He ucnosyip30BaTh paHee UCIOIb30BAHHBIE MAPOJIH.

8.7.8.Ilpu cmeHe mnapojsi HOBOE 3HAYEHHUE JOJDKHO OTJIMYAThCS OT
IPEABIAYIIEr0 HE MEHEE YEM B 4 MO3ULIUSX.

8.7.9. Bo Bpems BBOAA Maposisi HEOOXOAUMO yOEIUThCs, YTO KJIaBUATypa
HAXOJUTCS BHE MOJI 3pE€HUSI IOCTOPOHHHUX JIMILL, & TAKXKE TEXHUYECKUX CPEICTB
(Bumeokamep, (poroanmapaTos).

8.7.10. He wucnonp30BaTh OAMH MapoJib B Pa3HbIX HHPOPMALMOHHBIX

pecypcax.
9. OrBercrBeHHOCTH [loIB30BaTEIS

[Tonb3oBaTeNM HECYT MEPCOHAIBHYIO OTBETCTBEHHOCTh 32 CBOM JIEUCTBUS
B MEPUOJ  OCYIIECTBICHHUA  HHPOPMAIMOHHOTO  B3aHMMOJICHCTBUS  C
nucnoab3oBannem APM;

3a Hapymenue Hacrosimero CBoAa mpaBuil, MOBJEKIIEE HEIPABOMEPHOE
YHUUYTOKEHUE, OJOKHpOBaHUE, MOIU(DUKAIINIO TUOO KOMUPOBAHUE OXpaHIEeMON
3aKOHOM uH(popmaIuu, HapylIeHue paboThI roCy/1apCTBEHHBIX
nH()OPMAITMOHHBIX CHCTEM U pecypcoB, APM momnp3oBarenss MoXeT OBITh
otkitodeH ot JIBC 10 BbIsICHEHUSI 00CTOSATEIBCTB HAPYILICHUS.

Hapymenue tpebGoBanmii 3akoHoAaTenbcTBa Poccuiickoit ®denepaiuu
00 napopmaruy, MHGOPMAIMOHHBIX TEXHOJIOTHSX M O 3amuTe HHOOpMAIUH
BJICYET 3a coboit JTUCUUTUTMHAPHYIO, IPaKJIaHCKO-IPaBOBYIO,
aIMUHUCTPATUBHYIO WJIA YTOJOBHYK) OTBETCTBEHHOCTh B COOTBETCTBHH

C 3aKOHOJATENBCTBOM Poccurickon denepaunu.



